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Today’s Speakers & Agenda

• What is Zero Trust?
• Why Zero Trust to Secure the Hybrid Workforce?

• Challenges to Secure the Hybrid Workforce.
• IBM Zero Trust Blueprint to Secure the Hybrid 

Workforce.
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Zero Trust Experience

Do not trust anything inside or outside 
network perimeters



Participant Experience

• The principle steps necessary to protect
applications, systems and controls

• The importance of privileges in extending access for 
users, systems, and applications

• How to define and implement governance and
policies for your Zero Trust framework

• Design and implement monitors to sustain your Zero 
Trust



▪ Workforce Security

▪ Device Security

▪ Workload Security

▪ Network Security

▪ Data Security

▪ Visibility & Analytics

▪ Automation & Orchestration

Pillars of Security

Network Security

Device Security

Workforce Security

Data Security

Analytics

Orchestration

Workload Security



The Why Behind Zero Trust

• Organizations can no longer focus exclusively on external cybersecurity 
defenses
• Strategies must:

• Accept the realities of breaches

• Malicious insiders

• Embedded backdoors in technologies from the supply chain

• Compromised vendor/customer/contractor/partner networks and systems

• Security realities when utilizing cloud providers and third-party services

• Methodologies must:
• Adapt to a "security over time strategy" rather than just a real-time window

• Include recurring audits of applications/devices/logs

• A long-term data logging strategy facilitating audits

• Limiting network access



The Why Behind Zero Trust

In a traditional castle-and-moat security approach, organizations focus on defending their 
perimeters and assume that every user inside a network is trustworthy and cleared for 
access.

The vulnerability with this approach is that 
once an attacker or unauthorized user gains 
access to a network, that individual has easy 
access to everything inside the network.

In the zero-trust model, no user is trusted, whether 
inside or outside of the network. The zero-trust model 
operates on the principle of 'never trust, always 
verify'.

Expecting the perimeter to prevent intrusions has proven to be impossible to date. The 
consensus is that organizations should assume breaches and focus on detection and most 
importantly limiting access to organization assets.



Zero Trust

• A security concept centered on the belief that organizations 
should not automatically trust anything inside or outside its 
perimeters.

• Instead they must verify anything and everything trying to 
connect to its systems before granting access.

• The philosophy behind a zero-trust network assumes that there 
are attackers both inside and outside of the network, so no users 
or machines should be automatically trusted.



The What Behind Zero Trust

• Instead organizations must verify anything 
and everything trying to connect to its 
systems before granting access.

No automatic 
trust

• Compromised at home

• Return to Office bringing infections

Remote 
workers add a 
new risk factor



Zero Trust

Principles of zero trust networks



Principle: Least 
privilege access

• Giving users only as much access 
as they need, like an army 
general giving soldiers 
information on a need-to-know 
basis.
• This minimizes each user’s 

exposure to sensitive parts of 
the network.

Workforce Security



Principle: 
Micro-

segmentation

• The practice of breaking up security perimeters 
into small zones to maintain separate access for 
separate parts of the network.

• For example, a network with files living in a 
single data center that utilizes micro 
segmentation may contain dozens of 
separate, secure zones.

• A person or program with access to one of 
those zones will not be able to access any of 
the other zones without separate 
authorization.

Workforce Security

Network Security

Device Security



Principle: 
Multi-factor 

authentication

• MFA simply means requiring more than one piece of evidence 
to authenticate a user:

• Just entering the right password is not enough to gain 
access.

• A commonly seen application of MFA is the two-factor 
authentication (2FA) used on popular online platforms

• In addition to entering a password, users who enable 2FA for 
these services must also enter a code sent to another device, such 
as a mobile phone, thus providing two pieces of evidence that 
they are who they claim to be.

• Not only does my user know their password, they must 
also have their mobile phone/email account.

• Something you know and something you have.

Workforce Security

Network Security

Data Security



Principle: Device 
knowledge and control

• How many different devices are trying to access 
your organization's networks?

• Are the devices cloned?

• Ensure that every device is authorized.

• Just being on the network is not authorization

• This further minimizes the attack surface of 
the network.

Network Security

Device Security

Analytics



Principle: Detection

Assume

Assume the perimeter is 
breached

Detect

Detect malicious activity

Notify

Utilize notification or 
orchestration/automation 
to address detected 
issues/events

Orchestration

Analytics



Zero Trust

How to achieve an effective zero trust 
enterprise



The How of Zero Trust

• Micro segmentation

• Evaluations on access – access control
• Who – user, machine, application

• Where – location

• What - data

• Least privilege access 
• user, systems, and applications

• Internal access controls
• Firewalls

• MFA

• Time based limitations

Network Security

Device Security

Data Security Analytics

Workforce Security

Network Security

Data Security



The How of Zero Trust

• Identity and Access Management – IAM
• Management, auditing, and logging of user identities and access

• Heuristics and behavioral profiling for anomaly detection

• Orchestration / automation
• Leverage automation and orchestration to reduce human workloads

• Analytics
• Set baselines for "normal" network/system operation

• Detect anomalies and notify/orchestrate

• Encryption
• Both at rest and in transit

Workforce Security

Network Security

Data Security

Orchestration

Analytics Workforce Security

Workload Security



The How of Zero Trust

• Scoring and auditing
• Leveraging analytics, automated auditing, and heuristic behavior-based anomaly 

detection

• File system permissions
• Not just servers, workstations too

• Governance policies
• Giving users the least amount of access needed to accomplish a specific task

• No general access

• Short term privileged access

Device Security

Data Security

Analytics Workforce Security

Data Security



The How of Zero Trust

• Stranger Danger
• All new things are untrusted and must be explicitly allowed access

• Cloned devices detected and BOTH lose privileged access

• Probing activity on internal network access points is alerted or 
orchestrated remediation

• Network port controls
• Lobby

• Shipping dock

• Remote buildings on campus Network Security

Device Security

Workforce Security



Implementing Zero 
Trust

Section 2 - Practical steps



Practical Zero Trust: IAM/ACL

• Manage Identities and access
• MFA/2FA

• Use encryption where possible
• In transit

• At rest)

• Periodic reviews of access and privilege
• As often as possible

• Quarterly at a minimum

• Key based access / authentication for API access
• Notification on key based failures

Workforce Security

Workload Security

Network Security

Workload Security

Data Security



Practical Zero Trust: IAM/ACL

• Create access groups
• Administrative access

• limit and use sparingly only as needed

• Operational management
• Limit access times

• Recurring audits

• Reporting
• Events

• Anomalies

• Transactional
• Administrative power-ups

• Lose functional capabilities during privileged access forcing users to return to lower privileged access

Workforce Security

Network Security

Network Security

Analytics



Practical Zero Trust: IAM users/groups

• Configure access groups and their access
• Map the transaction flows

• Identify least privilege for data access and configure data access accounts

• File systems

• Least privilege for each access type

Workforce Security

Device Security

Data Security



Practical Zero Trust: micro-segments

• Construct a limited microsegment
• Software defined networking

• Mini firewalls

• Utilize/develop limitation to data access through service layers
• API

• Json

• Web Services

• When do users need to add/edit/delete?

Network Security

Data Security



Practical Zero Trust: analytics

• Create analytics and monitors
• Transactional

• Furrier transforms

• Boundry exceptions

• Security Incident and Event management (SIEM) feed
• Fuse/correlate events

• Notify and/or orchestrate

• Authentications – successful and failed

• Mini firewalls looking for and alerting on non-authorized ports, protocols, and 
probes Network Security

Analytics

Analytics

Workload Security



Practical Zero Trust: policy/governance

• Policy and governance
• Clearly document and define the systems and access

• Create additions to the incident response plan



Next steps: Zero 
Trust

Bringing it all home



Tech Data
Cyber Range

The first of its kind in the distribution 
industry



Cyber Crime is Everywhere… cyber skills are not

Source: ISACA State of Cybersecurity Report, 2019 Annual Cybercrime Report, Forbes

businesses fall victim to 
ransomware attacks

14 seconds

Every

of companies saw an 
increase in the number 
of attacks vs. prior year

50%

have unfilled security 
positions

59%
report that fewer than 
25 percent of applicants 
are qualified

30%

$6 Trillion



Training using multiple forms of on-prem
& cloud-based learning courses

Demonstration of solutions using the best 
technology, proven processes, and most 
advanced techniques

Engagement with customers in an 
interactive learning environment that 
promotes security solution sales

Services augment the capabilities of our 
partners by leveraging Tech Data’s 
professional and managed security 
services.

An interactive and immersive 
environment to  train, 
demonstrate and engage partners 
and their customers 
using the best technologies, 
processes and most advanced 
techniques in cybersecurity

Tech Data Cyber 
Range



Engage with us today!

• Training
• Incident response exercises, CNA, CND, DFIR, 

RedTeam/BlueTeam exercises, defense in 
depth, zero trust, and much more

• Demonstration
• Technologies, methodologies, 

configurations, assessments, products, 
services

• Engagement
• Events, social, conferences, workshop

• Services

cyberrange.techdata.com

cyberrange@techdata.com

Contact your Tech Data 
representative



Secure the Hybrid Workforce
Enable your anywhere workforce with everywhere security

Jason Keenaghan
Zero Trust Strategy Leader
jkeenagh@us.ibm.com

@jkeenagh
@jason-keenaghan

June 2021
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Our customers are growing their business 
with a zero trust approach

Preserve customer privacy
Simplify and secure user onboarding

Manage user preferences and consent

Enforce privacy regulations controls

“Zero trust helps us enable critical business capabilities while managing security”
- Mauricio Guerra, CISO, Dow Chemical

IBM Security / © IBM Corporation 2021 34

Secure the hybrid workforce
Secure BYO and unmanaged devices

Eliminate VPNs

Provide passwordless experiences

Protect the hybrid cloud
Manage and control all accesses

Monitor cloud activity and configurations

Secure cloud native workload

Reduce the risk of insider threat
Enforce least privilege access

Discover risky user behavior

Embed threat intelligence



of company leaders plan to allow employees to 
work remotely some of the time

IBM Security / © IBM Corporation 2021 35

82%

Source: Press Releases, ARLINGTON, Va., July 14, 2020, Gartner Survey Reveals 82% of Company Leaders Plan to Allow Employees to 
Work Remotely Some of the Time, Now Organizations Must Manage a More Complex, Hybrid Workforce

said they intend to allow employees to work 
remotely full time going forward

47%



of the polled IT leaders, from the 
manager level through the C-suite, 
believe remote workers are not secure

IBM Security / © IBM Corporation 2021 36Source: OpenVPN, Remote Work Is the Future — But Is Your Organization Ready for It? March 28, 2021
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Enabling a Hybrid Workforce Amplifies Threats Across the 
Ecosystem

Business & privileged 
users

Corporate-owned or 
BYOD 

Anywhere network

End-users and their 
behavior expands 
attack-surface

Access to “wild-west” 
networks not secureIncreased use of 

unmanaged  
unsecured BYOD

Data Centers

Public Cloud
(IaaS/PaaS/ 
CaaS/FaaS)

SaaS 
Applications

Internet 
Browsing

Malicious websites
expose end-users

VPN connectivity 
exposes internal 
network

Accelerated 
migrations increase 
misconfigurations

Data loss via 
unapproved SaaS  

37



The 3 biggest challenges to secure the hybrid workforce

1
Virtual Private Networks (VPNs) introduce vulnerabilities
(e.g., DDoS attacks, credential stuffing, lateral movement)

2 Phishing, smishing, and vishing attacks attempt to steal user credentials to 
gain access to critical resources

3
Unsafe browsing behaviors compromise endpoints and users outside of the 
workplace (e.g., infected sites, unapproved SaaS apps)

IBM Security / © IBM Corporation 2021 38



Detection and Response

Assume breach and identify threats 
and automate responses that not only 

stop the immediate attack, but 
dynamically adapt access controls 

Enforcement

Continuous verification with context-
aware access control to all apps, data, 

APIs, endpoints, and hybrid cloud 
resources

Insights

Enable least privilege access by 
discovering and assessing risk across 

data, identity, endpoint, apps and 
infrastructure

How can zero trust help? 

IBM Security / © IBM Corporation 2021 39



Zero Trust Solution Blueprint: Secure the hybrid workforce

IBM Security / © IBM Corporation 2021

To put zero trust into action to secure the hybrid workforce you’ll want to consider each of the 

critical capabilities indicated (l) for the specific security challenge you want to address. 

40



Secure Access Service Edge (SASE) (e.g., 
Zscaler)

IBM provides core capabilities to secure the hybrid workforce while 
strengthening other solutions

IBM Security / © IBM Corporation 2021 41

IBM Security Verify, MaaS360, Trusteer, 
QRadar, Cloud Pak for Security



What does this look like in action?

• MaaS360
• Verify SaaS
• Verify Adaptive Access

Insights & Enforcement

IBM Security / © IBM Corporation 2021 42



Unified endpoint 
management (UEM) 

• Windows 10
• MDM - MaaS360
• SASE / ZTNA - Zscaler
• EDR - Cybereason

chris.morris@baneandox
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malware.exe
Malware was detected and removed

Internet Security Enabled
Report An Issue

Unified endpoint 
management (UEM) 

• Windows 10
• MDM - MaaS360
• SASE / ZTNA - Zscaler
• EDR - Cybereason

44
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chris.morris@baneandox.com
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Sign in with B&Oid

B&O Credentials

B&Oid

Chris 

Morris

chrismorris@baneandox.com

617-350-5000

Cambridge, MA

United StatesSocial Security#

Username

Password

Login Geography

MAC Address

Mouse Speed

Typing Speed

Device Usage

Online Behavior

Timestamp User Risk Level Reason Policy Action Policy Location Device

March 24th chris.morris LOW Access from device 
that passed MFA

Allow Adaptive 
Access

Cambridge, 
MA

Windows 10

March 24th chris.morris MEDIUM Access with a change 
in device attributes

MFA per 
session

Adaptive 
Access

Cambridge, 
MA

Windows 10

49



Detect & Respond

• Cloud Pak for Security 
• QRadar with Watson SIEM
• SOAR Automation
• Breach Response

IBM Security / © IBM Corporation 2021 50



Policy violation: Device is violation of OS 
Version Policy. Enforcement action may 
be taken. Review email for more details

MaaS360

UBA ALERT

Notification Center

Policy violation: Device is violation of OS 
Version Policy. Enforcement action may 
be taken. Review email for more details

MaaS360

X

1
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Merger and Acquisition

chris.morris
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IBM’s approach is best positioned to deliver on the 
Zero Trust value proposition

End to End 
Capability
• With the technology 

ecosystem, IBM offers 
an end-to-end security 
technology portfolio to 
enable a Zero Trust 
approach

• Integrated Zero Trust 
Framework

Industry 
Leading SW
• Industry leading Data 

Security, Threat 
Management and IAM 
tools

• Modern SW built for 
cloud-native and hybrid 
environments

Open 
Platform
• Cloud Pak for Security 

built on OpenShift

• Flexibility to deploy on-
prem or across cloud 
environments

• Interoperability with 
existing security tools

Technology 
Ecosystem
• Leverage strategic 

alliances and 
partnerships to 
complement IBM 
technology and enable 
zero-trust use cases



How to Get Started? IBM has several assets and initiatives to 
help you get started with Zero Trust

IBM Security / © IBM Corporation 2021

60

Zero Trust 
Badges

• Foundational courses 
and training across a 
variety of skills (sales, 
solution domains, etc)

Zero Trust 
Competency
• Recognition for IBM 

partners who 
demonstrate technical 
proficiency and proven 
success in delivering zero 
trust value to customers

Zero Trust 
Certifications
• Official product 

administrator and 
specialist accreditation

• Demonstrate expertise in 
related IBM technologies 
and solutions

Zero Trust 
Workshop
• Workshop for BPs with 

IBM Security experts

• Prepare BPs to deliver 
a ZT engagement with 
customers

For Individuals For Organizations
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Call to Action

Presentation Recording
and Deck

Webinar Survey

Schedule a follow up:

• Deep Dive
• Demo
• Zero Trust Client Review 

Next Steps

Sign up for remaining sessions!
Click here to register

https://techdata.zoom.us/webinar/register/WN_pM7JBvr6RVmbOJtaJsmotQ
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Business Development Executive
Location – Alpharetta, Georgia
(678) 642-3446
Karen.Bailey@techdata.com

Antonio Ruiz
IBM Vendor  Business Executive 
Location – San Antonio, Texas
(210) 683-2290
Antonio.Ruiz@techdata.com

Tech Data IBM Security Brand Team 

Karen Bailey – East Partner Coverage
Rick Marshall – West Partner Coverage

Rick Marshall
Business Development Executive
Location – Tempe, Arizona
(480) 254-4420
Rick.Marshall@Techdata.com

Marshall Hall
Field Solutions Architect, IBM Automation, 
Red Hat, & Security
Location – Bryon, Georgia 
(478) 845-9239
Marshall.Hall@techdata.com

Business Development Executive Team Partner Coverage

Jay Stephens
Field Solutions Architect
Location – San Antonio, Texas
(210) 771-2400
Jay.Stephens@techdata.com
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Thank you!


